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StackOverflow — DebugDiag, WinDbg

DEMO



Debugging Tools for Windows

b Windows Software Development Kit for Windows 8.1 - & “

* WinDbg—,,GUI"

Select the features you want to install

Click a feature name for more information.

[[] windows Software Development Kit Debugglng TOOIS fOI’ WiﬂdOWS
[ windows Performance Taolkit Size: 280,38 ME eW CO SO e
Debugging Tools for Windows Kernel and user-mode debuggers as well as help and tips

[ Apglication Verifier For Windows for using Debugging Teels for Windows.

|:| NET Framework 4.5.1 Software Development Kit

e (CSD—classic console

[ wsi Tools

s e | ® - DEbUGDIAE - Samostatné

Disk space available: 44,5 GB

Back || ) install || Cancel ‘

soucast Windows SDK
www.windbg.org



http://www.windbg.org/

Debugger Extensions pro .NET

.load C:\path\to\extension.dll
SOS.dIl —Son of Strike, soucast .NET
.loadby sos mscorwks (NET<4)
.loadby sos clr (NET>=4)
PSSCOR2/PSSCOR4 —Sirsi SOS (web)
SOSEX, NetEx—3rd party
lhelp [<command> ]



Zaludnosti pouziti Debuggeru

Platform -x86 vs. x64 vs. ...

Symbols
.symfix (MSFT Symbols Server)
.sympath, .sympath+
.reload

NET Data Access Layer (mscordacwks.dll)
.cordll -ve -u -1
stejna verze, jako na ladéném stroji (dtto SOS)



Rezimy prace s Debuggerem

Open Executable... (g pro Run)
Attach to a Process...

Open Crash Dump...
— Task Manager / Create Dump File (pozor na 32-bit proces na x64 stroji)
— DebugDiag / ADPLUS
— Windows Error Reporting
— Windows Crash Dump
— WIN32 APl (extern v .NET)



DebugDiag

e user“friendly Ul

* pripravené analyzy

* sbérdat/dumpl

 pod poklickou debugger services

e volano napr. iz Azure Web Apps KUDU



MemoryLeaks, Heap

DEMO



Heap Examination

IDumpHeap [-stat] [-type <name>]
[-mt <MTaddr>] [-live|dead]

IHeapStat [-inclUnrooted]

IGCRoot <ObjAddr> |GCHandles
lEEHeap -gc

IFinalizationQueue [-allReady ]
IFindAppDomain <ObjAddr>



Object Inspection

IDumpObject <ObjAddr>
IDumpArray <ObjAddr>
IDumpVC <MTaddr> <ObjAddr>
dd <addr>

dg <addr>

I0bjSize <ObjAddr>



Diagnostika - postup

1. neodkladné kroky, typicky memory dump

2. systematizace
— symptomps (zakladni vs. odvozené)
— stepsto reproduce
— od kdy? co se zménilo?

3. zkusenosti + Google +...
4. hypotézy + jejich testovani
5. verifikace reseni



Doporuceni

validujte
orezavejte problém, zuzujte pracovni pole
porovnavejte



CrashDump, WER

DEMO



Stack Examination

IClrStack [-a] [-1] [-p]
IDumpStack [-EE]
IEEStack [-EE] (allthreads)
IDumpStackObjects (typy)



Error Diagnostics

IPrintException [ObjAddr] [-nested]
IDumpAllExceptions  (PSSCOR4)

lwdae (NETEXT)
lwpe (NETEXT)
IVerifyHeap

IVerifyObj <ObjAddr>
lanalyze -v (native)



BSOD Crash Dump

DEMO



Hang Analysis (100% CPU), Stack

DEMO



Threads

I Threads IThreadState <state>
~123s
| ThreadPool



Q&A

Robert Haken

MVP ASPNET/IIS, MICT
@RobertHaken, haken@havit.cz
http://knowledge-base.havit.cz



mailto:haken@havit.cz

